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1
Decision/action requested

This paper proposes to add a new security solution to the TR 33.861 for protection of NAS redirection message.
2
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3
Rationale

There is a potential security requirement in key issue #11 (Bidding down attack for NAS based redirection between core networks): 5GS shall  protect the redirection message. This key issue tries to solve the threat that an attacker may forge a registration reject message to the UE to force the UE redirect from 5GC to EPC network.
The security solution proposed in this paper attempts to solve the security requirement in key issue #11. This solution proposes that AMF establishes NAS security with the UE in order to be able to protect the NAS Redirection message to the UE and the UE should only act upon the NAS Redirection message upon on a successfully integrity protected NAS Redirection message. 
4
Detailed proposal

It is proposed to add the security solution for using NAS security for protection of NAS Redirection message to TR 33.861 [1]. 

**** START OF CHANGES ****
6.Y
Solution #Y: Using NAS security for protection of NAS Redirection message 

6.10.1
Introduction

This solution addresses key issue #11: Bidding down attack for NAS based redirection between core networks.
This solution proposes that AMF establishes NAS security with the UE to be able to protect the NAS Redirection message to the UE and the UE should only act upon the NAS Redirection message upon on a successfully integrity protected NAS Redirection message. 

6.10.2
Solution details

The solution is to simply protect the NAS Redirection messages that are used to redirect the UE to another system. When the AMF wants to send the NAS Redirection message to the UE, then the AMF establishes NAS security with the UE, if NAS security is not already established, and the AMF applies the NAS security to the NAS Redirection message. The UE only acts upon the NAS Redirection message if its integrity protected and the UE verifies the integrity successful.

6.10.3
Evaluation

The solution fulfils the requirement in key issue #11.

The impact of the solution is to require the AMF to establish NAS security with the UE and protect the NAS Redirection message to the UE and the UE to only act based on verifying the integrity of the NAS Redirection message successfully. 
**** End of Changes ****
